
Appendix 1: TPA Module for papiNet XML Services


The objectives of this Appendix are: (a) To specify the business framework of the transactions and standards that the Parties to the Agreement are intending to operate and use; (b) To identify the Parties and define the technical means for the transport, Encryption, Electronic Signature, exchange of Electronic Information, and support procedures.
1.1. papiNet Business Specifications

Electronic Information exchanged in good order by use of papiNet as method of Electronic Information Exchange is capable of being recorded, stored and accurately reproduced for later reference by the Parties. The Parties agree to use XML transactions and standards. The following will apply on the exchange of Electronic Information. 

A positive acknowledgement sent from the receiving ebXML Message Service to the sending ebXML Message Service indicates that the message has been properly received, in essence received, stored persistently and accessible.

A data transport level acknowledgement is not to be regarded a Confirmation of Receipt and hence the sending Party shall not assume that a message has been properly received by the receiving Party solely on the receipt of a data transport level acknowledgement, such as HTTP acknowledgement, or the papiNet ‘Business Acknowledgement’ message if not otherwise agreed and specified below. 

Within papiNet, authenticity of origin and integrity is, if not otherwise agreed, required for the following papiNet messages:

· Purchase order

· Order confirmation

· Invoice

· Other papiNet messages as agreed by the Parties.

For these messages Advanced Electronic Signature is used.

This Appendix is part of the general legal provisions of the Agreement, Version _____, effective date  _________________.

1.2.  papiNet Technical Specifications

	Parties to the Agreement

and Service Providers
	Company Name
	Company Representative
	Effective Date

	Company A
	
	
	

	 Service Provider A
	
	
	

	Company B
	
	
	

	 Service Provider B
	
	
	


	papiNet messages to the Agreement

	PapiNet

Message [, Type]
	PapiNet
message
Version
	Initiator
	Implementation guide
	 Signed 3)
	Advanced S.2)
	Encrypted
	BA1)
	Confirmation
of Acceptance

	[examples] 

Purchase Order 

Delivery Message
	21R10

21R10
	CompanyA

CompanyB
	CompanyA PO V1

Company B DelNote V2
	Y

y
	y

n
	y

y
	N

n
	Order confirmation

Not applicable

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


1) BA: Business Acknowledgement (application level) agreed to be used (Yes or No)

2) Advanced S.: Advanced Electronic Signature agreed to be used (Yes or No)

3) Signed: Electronic Signature agreed to be used (Yes or No)

	Company A 
	
	

	IDENTIFICATION
	Company Address:
	

	
	Contact Person for papiNet messages Deployment
	Name:

Title:

Address:

Dept:

Tel.:

Fax:

Email:

	
	 Service Provider
	Name:

Address:

Responsible:

Tel.:

Fax:

Email:


	Company B 
	
	

	IDENTIFICATION
	Company Address:
	

	
	Contact Person for papiNet messages  Deployment
	Name:

Title:

Address:

Dept:

Tel.:

Fax:

Email:

	
	 Service Provider
	Name:

Address:

Responsible:

Tel.:

Fax:

Email:


Note: in the following tables the example values recommended to be used are underlined 

	Company A 
	
	

	COMMUNICATION
	Protocol:
	Name:

Example: HTTP; HTTPS

	
	Production URL(s):

of the receipt computer
	http:// 

Notes: Include port number if not included in URL. Optionally specify the IP address if the URL is not known.

	
	Test URL(s):

of the receipt computer
	http://

Notes: URL will return a welcome page; URL will return a reference text with date/time stamp; etc. Include port number if not included in URL. Optionally specify the IP address if the URL is not known.

	
	Wire format:
(XML transfer mode)
	Example: SOAP; Compatible mode

	
	Other Requirements / Specifications:
	Example:  At least two separate environments for development and production are required.

	
	B2B Software / Infrastructure, SSL Server
	Name: 

Version:

	ELECTRONIC
SIGNATURE
	Electronic Signature:
	Example: Used ; Not used 
Notes: 

Example: XML Signature; Payload signature; Symmetric ; etc.

	
	Other Requirements / Specifications:
	

	
 ADVANCED 
ELECTRONIC
SIGNATURE
	Advanced electronic signature :
	Example: Used ; Not used
Notes: Example: XML Signature; Payload signature; with 1024-bits RSA public / private keys; etc.

	
	Certificate:

	Example: Used; Not used
Note:

Example: Standard X.509

	
	Certificate Authority (CA):
	Name: 

Example: Ponton Consulting AG

	
	Other Requirements / Specifications:
	

	ENCRYPTION
	Data Encryption :
	Example: Used ; Not used

Notes:

Example: 128 bit 3DES algorithm / RSA

	
	Other Requirements / Infrastructure Specs:
	Example :  The encrypted data is attached to the ebXML message as a PKCS #7 object.


	Company B 
	
	

	COMMUNICATION
	Protocol:
	Name:

Example: HTTP; HTTPS

	
	Production URL(s):

of the receipt computer
	http:// 

Notes: Include port number if not included in URL. Optionally specify the IP address if the URL is not known. 

	
	Test URL(s):

of the receipt computer
	http://

Notes: URL will return a welcome page; URL will return a reference text with date/time stamp; etc. Include port number if not included in URL. Optionally specify the IP address if the URL is not known.

	
	Wire format:
(XML transfer mode)
	Example: SOAP; Compatible mode

	
	Other Requirements / Specifications:
	Example:  At least two separate environments for development and production are required.

	
	B2B Software / Infrastructure, SSL Server
	Name: 

Version:

	ELECTRONIC
SIGNATURE
	Electronic Signature:
	Example: Used ; Not used 
Notes: 

Example: XML Signature; Payload signature; Symmetric ; etc.

	
	Other Requirements / Specifications:
	

	
 ADVANCED 
ELECTRONIC
SIGNATURE
	Advanced electronic signature :
	Example: Used ; Not used
Notes: Example: XML Signature ; Payload signature; with 1024-bits RSA public / private keys; etc.

	
	Certificate:

	Example: Used; Not used
Note:

Example: Standard X.509

	
	Certificate Authority (CA):
	Name: 

Example: Ponton Consulting AG

	
	Other Requirements / Specifications:
	

	ENCRYPTION
	Data Encryption :
	Example: Used ; Not used

Notes:

Example: 128 bit 3DES algorithm / RSA

	
	Other Requirements / Infrastructure Specs:
	Example :  The encrypted data is attached to the ebXML message as a PKCS #7 object.


	PROCESSING


	Company A
	

	
	Receipt computer:

	Example: ebXML Message service at the Production URL stated above
Note: 

	
	Confirmation of Receipt:
	Excample: EbXML acknowledgement from the ebXML Message service; Acknowledgement from the ebXML Message Service

Note: 

	
	Response times for Confirmation of receipt:
	Retransmission trials:

Example: 3
TimeoutValue: 

Example: 120

	
	Confirmation of Acceptance:
	Specifications, if any:

e.g. Exceptions or further Specifications agreed by the Parties including variations of Acceptance requirements.

	
	Response times for Confirmation of Acceptance:
	Specifications, if any:

	
	Company B
	

	
	Receipt computer:

	Example: ebXML Message service at the Production URL stated above
Note: 

	
	Confirmation of Receipt:
	Excample: EbXML acknowledgement from the ebXML Message service; Acknowledgement from the ebXML Message Service

Note: 

	
	Response times for Confirmation of receipt:
	Retransmission trials:

Example: 3
TimeoutValue: 

Example: 120

	
	Confirmation of Acceptance:
	Specifications, if any:

e.g. Exceptions or further Specifications agreed by the Parties including variations of Acceptance requirements.

	
	Response times for Confirmation of Acceptance:
	Specifications, if any:


	OPERATION AND SUPPORT
	Company A
	

	
	Failure Procedures
	Specifications, if any:



	
	Contact persons:
	Specifications, if any:



	
	Service Availability
	Specifications, if any:



	
	Service Level Support
	Specifications, if any:



	
	Other Requirements / Specifications:
	Specifications, if any:



	
	Company B
	

	
	Failure Procedures
	Specifications, if any:



	
	Contact persons:
	Specifications, if any:



	
	Service Availability
	Specifications, if any:



	
	Service Level Support
	Specifications, if any:



	
	Other Requirements / Specifications:
	Specifications, if any:
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